
Contents

About This Document................................................................................................................ ii

1 MQC Configuration................................................................................................................. 1
1.1 Overview of MQC....................................................................................................................................................................1
1.2 Specifications of MQC........................................................................................................................................................... 4
1.3 Licensing Requirements and Limitations for MQC...................................................................................................... 4
1.4 Configuring MQC.................................................................................................................................................................... 6
1.4.1 Configuring a Traffic Classifier........................................................................................................................................ 6
1.4.2 Configuring a Traffic Behavior........................................................................................................................................ 9
1.4.3 Configuring a Traffic Policy............................................................................................................................................12
1.4.4 Applying a Traffic Policy................................................................................................................................................. 12
1.4.5 Verifying the MQC Configuration................................................................................................................................ 14
1.5 Maintaining MQC................................................................................................................................................................. 14
1.5.1 Displaying MQC Statistics.............................................................................................................................................. 14
1.5.2 Clearing MQC Statistics...................................................................................................................................................15

2 Priority Mapping Configuration.........................................................................................16
2.1 Overview of Priority Mapping.......................................................................................................................................... 16
2.2 Understanding Priority Mapping..................................................................................................................................... 17
2.3 Application Scenarios for Priority Mapping................................................................................................................. 19
2.4 Licensing Requirements and Limitations for Priority Mapping.............................................................................21
2.5 Default Settings for Priority Mapping........................................................................................................................... 21
2.6 Configuring Priority Mapping........................................................................................................................................... 23
2.6.1 Specifying the Packet Priority Trusted on an Interface........................................................................................ 24
2.6.2 (Optional) Configuring an Interface Priority........................................................................................................... 25
2.6.3 Configuring a Priority Mapping Table........................................................................................................................ 25
2.6.4 Verifying the Priority Mapping Configuration......................................................................................................... 26
2.7 Configuration Examples for Priority Mapping............................................................................................................ 26
2.7.1 Example for Configuring Priority Mapping...............................................................................................................26
2.8 Troubleshooting Priority Mapping.................................................................................................................................. 29
2.8.1 Packets Enter Incorrect Queues....................................................................................................................................29
2.8.2 Priority Mapping Results Are Incorrect...................................................................................................................... 31
2.9 FAQ About Priority Mapping............................................................................................................................................ 34
2.9.1 What Is the Function of Interface Priorities?........................................................................................................... 34

Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS Contents

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. vi



2.9.2 What Are the Differences of Trust Command Between AR100, AR120, AR150, AR160, AR200,
AR1200 Series?.............................................................................................................................................................................. 35

3 Traffic Policing and Traffic Shaping Configuration...................................................... 36
3.1 Overview of Traffic Policing and Traffic Shaping...................................................................................................... 36
3.2 Understanding Traffic Policing, Traffic Shaping, and Interface-based Rate Limiting................................... 37
3.2.1 Token Bucket....................................................................................................................................................................... 37
3.2.2 Traffic Policing.................................................................................................................................................................... 41
3.2.3 Traffic Shaping................................................................................................................................................................... 42
3.3 Application Scenarios for Traffic Policing, Traffic Shaping, and Interface-based Rate Limiting............... 45
3.4 Licensing Requirements and Limitations for Traffic Policing and Traffic Shaping........................................ 47
3.5 Default Settings for Traffic Policing and Traffic Shaping....................................................................................... 47
3.6 Configuring Traffic Policing............................................................................................................................................... 48
3.6.1 Configuring Interface-based Traffic Policing........................................................................................................... 48
3.6.2 Configuring MQC to Implement Traffic Policing....................................................................................................50
3.6.3 Verifying the Traffic Policing Configuration.............................................................................................................56
3.7 Configuring Traffic Shaping.............................................................................................................................................. 56
3.7.1 Configuring Interface-based Traffic Shaping........................................................................................................... 56
3.7.2 Configuring Interface-based Adaptive Traffic Shaping........................................................................................ 57
3.7.3 Configuring Queue-based Traffic Shaping............................................................................................................... 59
3.7.4 Configuring MQC to Implement Traffic Shaping................................................................................................... 60
3.7.5 Configuring MQC to Implement Adaptive Traffic Shaping................................................................................ 65
3.7.6 Verifying the Traffic Shaping Configuration............................................................................................................ 72
3.8 Configuring Rate Limiting on a Physical Interface....................................................................................................72
3.9 Maintaining Traffic Policing and Traffic Shaping...................................................................................................... 73
3.9.1 Displaying Traffic Statistics............................................................................................................................................ 73
3.9.2 Clearing Traffic Statistics................................................................................................................................................ 74
3.10 Configuration Examples for Traffic Policing and Traffic Shaping......................................................................74
3.10.1 Example for Configuring Traffic Policing................................................................................................................ 74
3.10.2 Example for Configuring Traffic Shaping............................................................................................................... 79
3.10.3 Example for Configuring Adaptive Traffic Shaping.............................................................................................82
3.11 FAQ About Traffic Policing and Traffic Shaping...................................................................................................... 85
3.11.1 Does the Device Support Rate Limiting Based on IP Addresses ?..................................................................85
3.11.2 How Is Bandwidth of Different Types of Traffic Guaranteed?........................................................................ 85
3.11.3 Why IP-based CAR Is Invalid on a WAN-side Interface?................................................................................... 85
3.11.4 Can IP-based Rate Limit Be Configured on a Layer 2 Interface?................................................................... 86
3.11.5 What Are Differences Between the Outbound Traffic Policing and Traffic Shaping?............................ 86
3.11.6 Can the qos gts and qos car Commands Be Used Simultaneously for Outgoing Packets?.................86
3.11.7 The Interval at Which the Traffic Shaping Rate Increases Can Be Set, But the Interval at Which the
Traffic Shaping Rate Decreases Cannot Be Set. Why?.................................................................................................... 86
3.11.8 Can the Adaptive Traffic Profile Be Bound to an NQA Test Instance?.........................................................86
3.11.9 Is the Upper or Lower Threshold for the Traffic Shaping Rate in the Adaptive Traffic Profile Used
by Default?..................................................................................................................................................................................... 87

4 Congestion Management and Congestion Avoidance Configuration...................... 88

Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS Contents

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. vii



4.1 Overview of Congestion Management and Congestion Avoidance....................................................................89
4.2 Understanding Congestion Management and Congestion Avoidance.............................................................. 92
4.2.1 Congestion Avoidance..................................................................................................................................................... 92
4.2.2 Congestion Management............................................................................................................................................... 94
4.3 Application Scenarios for Congestion Avoidance and Congestion Management........................................ 106
4.4 Licensing Requirements and Limitations for Congestion Management and Congestion Avoidance....108
4.5 Default Settings for Congestion Management and Congestion Avoidance.................................................. 109
4.6 Configuring Congestion Management........................................................................................................................ 109
4.6.1 Configuring Queue-based Congestion Management.........................................................................................109
4.6.2 Configuring MQC to Implement Congestion Management.............................................................................112
4.6.3 Verifying the Congestion Management Configuration......................................................................................119
4.7 Configuring Congestion Avoidance.............................................................................................................................. 119
4.7.1 Configuring Queue-based WRED.............................................................................................................................. 120
4.7.2 Configuring MQC to Implement Congestion Avoidance................................................................................... 121
4.7.3 Verifying the Congestion Avoidance Configuration............................................................................................ 127
4.8 Configuration Examples for Congestion Management and Congestion Avoidance................................... 128
4.8.1 Example for Configuring Congestion Management and Congestion Avoidance......................................128
4.9 FAQ About Congestion Management and Congestion Avoidance................................................................... 134
4.9.1 How Is the Bandwidth Calculated in the AF and EF Queues on a Tunnel Interface?.............................134
4.9.2 Which Scheduling Modes Do LAN-Side Boards and WAN-Side Boards Support?....................................134
4.9.3 Are There Any Requirements for Weights Assigned to Queues for WFQ Scheduling, and Do I Have to
Ensure That the Sum of All Weights Is 100?....................................................................................................................135
4.9.4 What Impact Does the Queue Length Have?....................................................................................................... 136
4.9.5 What Functions Do Drop Profiles Have?................................................................................................................ 136
4.9.6 In Which Situation Do EF Queues Preempt the Idle Bandwidth?.................................................................. 136

5 ACL-based Simplified Traffic Policy Configuration..................................................... 137
5.1 Overview of ACL-based Simplified Traffic Policies..................................................................................................137
5.2 Licensing Requirements and Limitations for ACL-based Simplified Traffic Policies.................................... 138
5.3 Configuring ACL-based Packet Filtering..................................................................................................................... 138
5.4 Maintaining an ACL-based Simplified Traffic Policy.............................................................................................. 139
5.4.1 Displaying Statistics on ACL-based Packet Filtering........................................................................................... 139
5.4.2 Clearing Statistics on ACL-based Packet Filtering............................................................................................... 140
5.4.3 Clearing ACL-based Packet Filtering Logs.............................................................................................................. 140
5.5 FAQ About ACL-based Simplified Traffic Policies.................................................................................................... 140
5.5.1 Which One Takes Effect First, the traffic-policy or traffic-filter Command?..........................................140

6 Configuring HQoS............................................................................................................... 142
6.1 Overview of HQoS............................................................................................................................................................. 142
6.2 Understanding HQoS........................................................................................................................................................ 143
6.3 Application Scenarios for HQoS.................................................................................................................................... 145
6.4 Licensing Requirements and Limitations for HQoS................................................................................................146
6.5 Configuring Traffic Policy Nesting................................................................................................................................ 147
6.5.1 Configuring a Sub Traffic Policy................................................................................................................................ 147

Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS Contents

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. viii



6.5.2 Configuring a Traffic Policy......................................................................................................................................... 148
6.5.3 Applying the Traffic Policy to an Interface............................................................................................................ 153
6.6 (Optional) Configuring Traffic Policing on an Interface.......................................................................................153
6.7 (Optional) Configuring Traffic Shaping on an Interface...................................................................................... 154
6.8 Verifying the HQoS Configuration................................................................................................................................154
6.9 Configuration Examples for HQoS............................................................................................................................... 154
6.9.1 Example for Configuring HQoS..................................................................................................................................155

7 Packet Filtering Configuration.........................................................................................162
7.1 Overview of Packet Filtering.......................................................................................................................................... 162
7.2 Application Scenarios for Packet Filtering................................................................................................................. 162
7.3 Licensing Requirements and Limitations for Packet Filtering.............................................................................163
7.4 Configuring Packet Filtering........................................................................................................................................... 164
7.5 Configuration Examples for Packet Filtering............................................................................................................ 169
7.5.1 Example for Configuring Packet Filtering...............................................................................................................169

8 Priority Re-marking Configuration................................................................................. 175
8.1 Overview of Priority Re-marking.................................................................................................................................. 175
8.2 Application Scenarios for Priority Re-marking......................................................................................................... 176
8.3 Licensing Requirements and Limitations for Priority Re-marking.....................................................................177
8.4 Configuring Priority Re-marking................................................................................................................................... 177
8.5 Configuration Examples for Priority Re-marking.................................................................................................... 183
8.5.1 Example for Configuring Priority Re-marking.......................................................................................................183

9 Traffic Statistics Configuration........................................................................................188
9.1 Overview of Traffic Statistics..........................................................................................................................................188
9.2 Application Scenarios for Traffic Statistics................................................................................................................ 189
9.3 Licensing Requirements and Limitations for Traffic Statistics............................................................................ 190
9.4 Configuring Traffic Statistics.......................................................................................................................................... 190
9.5 Configuration Examples for Traffic Statistics............................................................................................................195
9.5.1 Example for Configuring Traffic Statistics.............................................................................................................. 195

10 Bandwidth Management Configuration..................................................................... 199
10.1 Overview of Bandwidth Management..................................................................................................................... 199
10.2 Understanding Bandwidth Management................................................................................................................ 200
10.3 Application Scenarios for Bandwidth Management............................................................................................ 201
10.4 Licensing Requirements and Limitations for Bandwidth Management........................................................202
10.5 Configuring Bandwidth Management...................................................................................................................... 202
10.6 Configuration Examples for Bandwidth Management....................................................................................... 204
10.6.1 Example for Configuring Bandwidth Management..........................................................................................204

11 Application Control Management Configuration..................................................... 208
11.1 Overview of Application Control Management.....................................................................................................208
11.2 Understanding Application Control Management............................................................................................... 209
11.3 Licensing Requirements and Limitations for Application Control Management....................................... 209

Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS Contents

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. ix



11.4 Application Scenarios for Application Control Management........................................................................... 210
11.5 Configuring Application Control Management..................................................................................................... 210
11.5.1 Enabling Deep Security Defense and Loading a Signature File................................................................... 210
11.5.2 Configuring Application Control Management.................................................................................................. 211
11.6 Configuration Examples for Application Control Management...................................................................... 212
11.6.1 Example for Configuring Application Control Management......................................................................... 212

12 SAC Configuration............................................................................................................ 214
12.1 Overview of SAC...............................................................................................................................................................214
12.2 Implementation of SAC..................................................................................................................................................215
12.2.1 SAC Signature Database............................................................................................................................................ 215
12.3 Application Scenarios for SAC..................................................................................................................................... 217
12.4 Licensing Requirements and Limitations for SAC................................................................................................. 217
12.5 Configuring SAC............................................................................................................................................................... 218
12.5.1 Enabling Deep Security Defense and Loading the SAC Signature Database...........................................218
12.5.2 Configuring SA Applications..................................................................................................................................... 219
12.5.2.1 (Optional) Specifying Parameters for SA Detection..................................................................................... 219
12.5.2.2 (Optional) Configuring a User-Defined SA Application.............................................................................. 219
12.5.3 Configuring an SAC Traffic Policy........................................................................................................................... 222
12.5.3.1 Configuring an SAC Traffic Classifier................................................................................................................. 222
12.5.3.2 Configuring an SAC Traffic Behavior..................................................................................................................223
12.5.3.3 Configuring an SAC Traffic Policy........................................................................................................................226
12.5.3.4 Applying the SAC Traffic Policy............................................................................................................................ 226
12.5.4 Enabling the SA Statistics Function on an Interface........................................................................................ 226
12.5.5 Verifying the Configuration.......................................................................................................................................227
12.6 Maintaining SAC............................................................................................................................................................... 227
12.6.1 Upgrading the SAC Signature File.......................................................................................................................... 227
12.6.2 Restoring the Version.................................................................................................................................................. 231
12.6.3 Displaying Statistics on Application Protocol Packets..................................................................................... 231
12.6.4 Clearing Statistics on Application Protocol Packets..........................................................................................232
12.7 Configuration Examples for SAC.................................................................................................................................232
12.7.1 Example for Limiting Traffic..................................................................................................................................... 233
12.7.2 Example for Preventing Instant Messaging Software...................................................................................... 234

Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS Contents

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. x


	Contents

